BYAbTE OCTOPOXHbl U BHUMATEJIbHbI!

BBeneHune

TenecgoHHble MOLIEHHUYECTBA

O6wmaH no TenedoHy: TpeboBaHne Bbikyna

CMC-npocbba o nomoLLmn

TenedoHHbIN HOMep-rpabuTens

Bbivrpbiw B notepee

MpocTon kog OT onepartopa CBA3n

LTpadHble caHKLMK 1 yrpo3a OTKIYEeHUss HoMepa

OwnboYHbIN NepeBo CPeacTB

Hoctyn k CMC n 3BOHKam

MoLlueHHn4ecTBa ¢ 6aHKOBCKMMU KapTamMmu

Bnapgenbuam nnacTMKoBbiX 6aHKOBCKUX KapT:

Kak 3awmTtuTtbhCca OT MOLLEHHUKOB

MpaBuna noBegeHnsa B UHTepHeTe:

3awmTa OT BPeAOHOCHbLIX Nporpamm

Buabl BpeaoHOCHbIX NporpaMm

BesonacHoe ncnonb3oBaHue SﬂeKTpOHHOVI NOYThI

TakTuka 60pbbbl C BpeAOHOCHBIMU NporpamMmMamm

Kak yGepeubcst OT Nnony4yeHusi BpeAOoHOCHbIX NporpaMm

Kak 3anpeTuTb BbINONHEHNE BPEAOHOCHBIX NMporpamMm

PaclwwnpeHune dainna — 310 BaXXHO

Kak npaBunbHoO yaansite coobLieHne n3 no4ToBon NporpaMmmbl

3almTa aneKTpoOHHOM NoYThI

BesonacHoe ncnonb3oBaHue TenekoHdepeHuuin n 1ICQ

O6wme pekomeHgaumm no obecneveHnto 6esonacHom paboTbl B IHTepHeTe
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BeepeHue

CerogHss B MOBCEAHEBHOWM >XWM3HU WCMOMb3YETCS MHOXECTBO pPa3HOOOpasHbIX BbICOKOTEXHOIOMUYHbBIX
YCTPOWNCTB — MNACTUKOBbLIX KapT, MOBUNbHbLIX TENE(OHOB 1 KOMMbIOTEPOB. [MOCTOSHHO MOSIBNSANOTCA HOBbIE MO-
[enu, nporpaMmmbl 1 cepBuckl. Bce aTo genaeT Hally Xn3Hb yaobHee, HO TpebyeT onpefenéHHbIX HaBbIKOB U
3HaHUn. OQHOBPEMEHHO C pas3BUTUEM TakuxX YCTPONCTB MOSBAOTCA BMAbI MOLLEHHUYECTBA, NO3BONsAoLLMne 00-
MaHyTb 1 NPUCBOUTb AEHEXHble CpeacTBa rpaxaaH. YUtobbl He NoaAaTbCa Ha YNOBKX 3MOYMbILLNEHHUKOB, O0-
CTaTO4YHO 3HaTb, KaK OHW AENCTBYIOT, 1 cobniogaTh npasunia Norb3oBaHNA MOBUIbHbEIMY TenedoHamu, NnacTu-
KOBbIMW KapTamu n KomnbkoTepamu. [MpoaHanu3npoBaB Bce Criydyanm Takoro MOLUEHHWYeCTBa, CrneumanucTbl
Ynpasnexus «K» MB[] Poccuu NOArOTOBUNM NOHATHYIO M NMONE3Hyto namaTky. [peanaraem BHUMaTENbHO O3Ha-
KOMUTBCS C coaepKaHneM aToun BpoLLiopbl 1 cneaoBaTh HalMM pekoMeHaaumsam. OHm 3awmnTaTt Bac ot gencraum
MOLLEHHMKOB 1 cbeperyT Bawm cpencrtea.

TENE®OHHOE MOLWEHHNYECTBO

TenedoHHOE MOLLEHHNYECTBO N3BECTHO JABHO — OHO BO3HMKIO BCKOPE MOCEe MacCOBOro pacnpocTpaHeHns
JomaluHmx TenedoHoB. B HacToslee BpeMsi, KOraa LUMPOKO UCMONb3YTCA MOOUMbHbIE TENedOHb! U NNYHbIN
HOoMep MOXeT ObITb Yy BCeX, OT AecAaTuneTHero pebéHka 40 BOCbMUAECATUNETHErO NeHCUOHepa, crnyyau Tene-
(POHHOr0 MOLLEHHUYECTBA PacTyT C KaxablM rogoM. YnpasneHue «K» MB[ P® HanomunHaeT, 4To Yalle Bcero B
ceTu TenedOoHHbIX MOLLEHHMKOB NonagatTcs NoXuIble U 4oBepymBble noaun. [pn 3ToM Kaxabii YernoBek Mo-
XKET CcTaTb XepTBOW MOLUEHHMYECTBA, eCNn He ByaeT cnegoBaTh NPOCTLIM NpaBuniaMm 6e30nacHoOCTMy.

OCHOBHbIE CXEMbI TENE®OHHOINO0 MOLUEHHUYECTBA
O6maH no menegoHy: mpebosaHue 8bIKyna

Kak aTo opraHnsoBaHo:

Bam 3BOHAT ¢ He3HakoMoro Homepa. MoLUeHHVK NpeacTaBnsaeTCcs POACTBEHHUKOM MW 3HaKOMbIM 1 B3BOSI-
HOBaHHbIM rOyIOCOM COObLLaeT, YTO 3adepKaH COTPYAHUKaMMU NONULMN U OGBUHEH B COBEPLLEHUM TOrO UM UHOTO
npectynnexHns. 31o MoxeT 6biTe AT, XxpaHeHre OpyXusa UM HAPKOTUKOB, HAHECEHME TSHXKKMX TeNECHbIX NoBpe-
XOeHun n gaxe yomncTtso. [lanee B pasroBop BCTynaet skobbl coTpyaHuk nonmvuunn. OH yBepeHHbIM TOHOM CO-
obLaeT, 4TO yXKe He pa3 nomoran Noasam Takum obpasom. [nsa pelueHns Bonpoca Heobxoanuma onpeaeneHHas
CyMMa JeHer, KOTOpyto criedyeT npvMBe3T B OrOBOPEHHOE MeCTO MM nepefaTtb KakoMy-nmbo Yenoseky. LieHa
BOMpOCa COCTaBMAeT OT OAHOW A0 TpuauaTtu Teicay gonnapos CLUA.

Ha camom gene npoucxoaut cnepyoluee:

B opraHusauum obmaHa no TenedoHy ¢ TpeboBaHMEM BblKyna y4acTBYIOT HECKOMNbKO NMPECTYNHUKOB. 3BOHS-
LLMIA MOXKET HaXoOWUTLCS Kak B UCMPaBUTENbHO-TPYAOBOM yupexaeHun, Tak 1 Ha csoboae. Habupas tenedoH-
Hble HOMepa Hayraj, MOLUEHHVK MPOU3HOCUT 3aroTOBIEHHYIO hpasy, a Aanee AecTBYeT No 06CToATeNbCTBAM.
Hepegako xepTBa cama criydaiiHO NoAckasbiBaeT MMsi TOFO, O KOM OHa BOMHyeTcsl. Ecnu xxepTBa npecTtynneHus
noafanacb Ha 06maH 1 cornacunack NPUBE3TU YKa3aHHYH CyMMY, 3BOHSILLMIN Ha3biBaeT agpec, Kyaa Hy)KHO npu-
exaTb. YacTo MOLIEHHWKM npeafiaraT CHATb HEAOCTaloLLy CyMMY B 6aHke 1 COMPOBOXAAIT KEePTBY JINYHO.
MoLLeHHUKN cTapaloTcsa 3anyraTb XXepTBY, He AaTb €l ONMOMHUTLCS, NMO3TOMY BeAYT HEMPEepbIBHLIN pa3roBop ¢
Hel BMnoTb 40 NonyveHus AeHer. [ocne Toro Kak rpaxaaHnH OCTaBnsieT AEHbIN B yka3aHHOM MeCTe UIN KoMy -
TO UX NepefaeT, eMy COOBLLAIOT, rae OH MOXET YBUAETb CBOErO POACTBEHHMKA UMW 3HAKOMOTO.

Kak noctynatb B Takou cutyauuu:

lMepBoe 1 caMoe rmaBHOEe NpaBuo — NpepBaTh Pa3roBOp 1 Nepe3BOHUTL TOMY, O KOM MAET pedb. Ecnn Tene-
(POH OTKITHYEH, NOCTapanTeCh CBA3ATLCH C €ro Konneramu, apy3bsiMv U poACTBEHHUKAMU ANs1 YTOYHEHUST UH-
dopmaumnmn. XoTs 6eCcrnokoncTBO 3a pOACTBEHHMKA UK BNIM3KOro YeroBeka MellaeT MbICNUTb 34paBo, cnenyet
NMOHMMAaTb: €CNN HE3HAKOMBbI YernoBeK 3BOHUT Bam u TpebyeT NpnBe3TN Ha HEKMUI aapecC AEHEXHY CYMMY — 3TO
MOLUEeHHMK. Ecnn Bbl nonyumnm 3BoHOK OT sikoGbl 61IM3KOro pOACTBEHHMKA MMM 3HAaKOMOro ¢ MHdopmauunen o
TOM, YTO OH Monars B HEMPUSTHYH CUTYaLMIO, B pe3yrbTaTte KOTOPOU eMy rpo3uT Bo3byKaeHne YyronoBHOro aena,
N eCrnn 3BOHSALLMI MPOCUT NepeaTth B3ATKY SKOObI COTPYOHUKY MPaBOOXPaHUTENbHbIX OPraHoOB, FOTOBOMY ypery-
nMpoBaTb BOMPOC, CreayeT 3a4aTth YTOYHSOLLME BOMPOCHI: «A Kak s BbIrNsKy?» unu «Korga v rge mMbl BUAENUCH
nocrieqHui pas?y, T.e. 3a4aBaTth BOMNPOCHI, OTBETbI HA KOTOPbIE 3HAETE TONbKO Bbl 06a. Ecnv Bbl pasroBapuBaeTte
SKoObl C NpeacTaBUTENEM NPaBOOXPaHUTENbHBIX OPraHOB, CNPOCUTE, U3 KaKkoro OH OTAeneHus nonuuun. MNMocne
3BOHKa crnieyeT HabpaTb «02», y3aHaTb HOMepP AEXYPHOW YacTu LAHHOro OTAENEHMS 1 NOUHTEepecoBaTLCS, Ael-
CTBUTENbHO N POACTBEHHMK UN 3HAKOMbIN JOCTaBrneH Tyaa. YnpaeneHue «K» MBI P® obpaluaeT Balle BHU-
MaHWe Ha TO, YTo TpeboBaHUe B3ATKN SBMNSETCA NMPECTYNIIEHNEM.

CMC-npocbb6a o nomowu

CMC-coobLLeHns No3BONSAT yNPOCTUTL CxeMy obMaHa no TenedoHy. Takomy BapuaHTy MOLLEHHMYEeCTBa
0COBEHHO TPYAHO MPOTMBOCTOSATH MOXWUILIM UIN CAMLLKOM IOHbIM Bragenbuam TenedoHoB. [ononHUTENbHYO
OMacHOCTb NPEACTAaBMSAT YNPOCTUBLUMECS CXEMbI MEPEBOAA AEHET HA CYET.
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Kak aTo opraHnsoBaHo:
ABGOHEHT nornyyaeT Ha MOOWIbHbBIN TenedoH cooblleHne: «Y MeHst npobnemsbl, kuHb 900 pybnein Ha 3ToT
HoMep. MHe He 3BOHM, Nepe3BOHI0 camy. Hepeako AobaBnsieTcs obpalleHne «mamay, «4Apyr» Unu apyrve.

Kak noctynatb B Takon cutyaumu:
MoxuneiMm NAaM, 4eTSM 1 nogpocTkam cneayet 06bAcHUTb, 4To Ha CMC ¢ He3HaKoMbIX HOMEPOB pearnpo-
BaTb HEMNb35l, 3TO MOTYT OblTb MOLLUEHHUKMW.

TenegoHHbIU HOMepP-2pabumerb.
PasBuTure TexHonornn n cepBMcOB MOBUMBHOWM CBSA3M YNPOoLLAeT CXeMbl MOLLEHHUYECTBA.

Kak aTo opraHnsoBaHo:

Bam npuxoamnt CMC ¢ npocbb0oii nepe3BOHNTL Ha YKasaHHbIN HoMep MobunbHoro TenedoHa. Npocbba MoxeT
ObITb 0OOCHOBaHa 6O NPUYMHON — NOMOLLL APYrY, USMEHeHUe TapudoB CBA3N, NPOBIEMbI CO CBA3LIO UK C
Bawern GaHkoBckon kapTon u Tak ganee. Nocne Toro kak Bbl nepe3BaHuBaeTe, Bac gonro gepxat Ha NUHUN.
Korga aTo HagoenaeT, Bbl oTkNo4YaeTeCh — U OKa3biBaeTCsl, UTO ¢ Bawero cyéta cnmucaHbl KpyrnHble CyMMbI.

Ha camom gene npoucxoauT cneayioLyee:

CyLecTByOT CEPBUCHI C NNaTHbIM 3BOHKOM. Yalle BCcero aTo pasBrekaTeribHble CEPBUCHI, B KOTOPbIX YCMyrn
oKasblBatoTCA Mo TenedoHy, 1 AONONHUTENBHO B3MMAETCA NnaTta 3a cam 3BOHOK. Peknama Taknx cepBrucoB Bce-
roa uHpopMmmpyeT O TOM, YTO 3BOHOK MNaTHbIN. MOLLIEHHUKM PErMcTPUpPYOT Takon CEPBUC M PacnpOCTPaHSAIOT
Homep 6e3 NpefynpexaeHns O CHATMM NiaTbl 32 3BOHOK.

Kak noctynatb B Takou cutyauuu:
YnpaeneHue «K» MB[ P® HacToATENbHO COBETYET HE 3BOHUTb MO HE3HAKOMbIM HOMepaM. OTO e ANHCTBEH-
HbIn cnoco® obe3onacuTb cebs OT TeNeOHHbLIX MOLLEHHUKOB.

Tenne¢hoHHBbIE eupycChli

OuyeHb YacTo ncnonb3yeTcd PopmMa MOLLEHHUYECTBA C UCMONb30BaHMeM TenedoHHbIX BUpycoB. Ha TenedoH
aboHeHTa npuxoaut cooblleHne cnepywouero Buaa: «Bam npuwno MMS-coobuweHue. [ns nonyvyeHusi npou-
Oume o ccbirike...». [Npn nepexoe nNo ykazaHHOMY agpecy Ha TenedOoH cKaunBaeTcst BUPYC U MPOUCXOOUT CMu-
CaHuve JeHeXHbIX CpeacTB C Ballero cyeta. [lpyron Bug MOLIEHHMYECTBA BbIrNsSanT Tak. [pu 3akase kakon-nnbo
ycnyru yepes akobbl MOBUIBLHOIO onepaTopa Unu Npy ckadnBaHnM MOBUIBHOrO KOHTEHTa aboHEHTY npuxoauTt
npepynpexaeHve sBuaa: « Bl cobupaemecs omnpasums coobweHuUe Ha Kopomkul Homep ..., O modmeepxxoe-
Husi onepayuu, omnpasbme coobuweHue ¢ yugpou 1, dns ommeHsi ¢ yugpou O». MNMpn oTnpaBke NOATBEPXAe-
HWsi, CO c4yeTa aboHeHTa CNUCLIBAKOTCA AEeHEeXHble cpencTBa. MOLIEHHUKM MCMONb3YHT chneumnarnbHble Npo-
rpaMmbl, KOTOpbIE NMO3BOMSAT aBTOMATUYECKM FEHEPUPOBATL ThICsHM Takux cooblleHunn. Cpaldy nocne nepesoga
OeHer Ha hanbLUMBLIA CHET OHM CHUMAITCS ¢ TenedoHa. He cnefyeT 3BOHWUTbL MO HOMEPY, C KOTOPOro oTnpas-
neH CMC — BnosnHe BO3MOXHO, 4TO B 3TOM cry4yae ¢ Bawlero TenedoHa 6ygeT aBToMaTUYECKM CHSATA KpynHas
cymma.

CyuiectByeT MHOXECTBO BapnaHTOB TaKMX MOLUEHHNYECTB.

ByabTe 6auTEenbHbI!

Bbiuzpbiw e ijomepee

B cBA3M c npoBegeHMeM BCEBO3MOXHbIX PEKNaMHbIX aKUMIA, NoTepen 1 po3birpbillen, 0COGEHHO € yyacTvem
pafnoCTaHLUMIN, MOLLUEHHWKM YacTo UCMOMb3YHOT X ANA NPUKPbLITUSA CBOEN AeATeNbHOCT 1 obMaHa nogen. «Bbl
nobeamnu, coobLumTe KoA KapTbl 9KCnpecc-onnaThl» KapToukn akcnpecc-onnatbl ynpocTUnu npoueaypy 3adumc-
NEeHNs AeHeXHbIX cpeacTB Ha CYET, HO OAHOBPEMEHHO W OTKPbLININ HOBbIE BO3MOXHOCTY NS MOLLEHHWKOB.

Kak aTo opraHusoBaHo:

Ha Baww mobunbHbI TenedoH 3BOHUT sikobbl BeOyLMiA NONYNAPHON paguocTaHLuum u no3gpaBnsaeT ¢ Kpyn-
HbIM BbIMIPbILLEM B NIOTEPEee, OPraHM30BaHHOW pagnoCTaHUMeEn U onepaTopoM MOBUMbHOM CBA3M. OTO MOXeT
ObITb TenedoH, HOYTOYK NNy gaxe aBToMOOUNb. YTo6bl NONYYNTL NPU3, HEOOXOANMO B TEYEHNE MUHYTbLI JO3BO-
HUTbCHA Ha pagmocTaHumio. [epe3BoHMBLUEMY aBOHEHTY OTBEYaeT COTPYOHMK «MPU30BOro oTAaenay» 1 nogpobHo
0OBSACHAET YCNOBUA UrPbl:

NPOCUT NPEACTaBUTLCS U Ha3BaTb oL, POXKAEHMS;
rpaMmoTHO ybexaaeT B YECTHOCTU aKuUn (HUKaKMX B3HOCOB, MEPEUTPOBOK U T.4.);

e CrpawuBaeT, MOXeT N abOHEHT NepeBECTN Ha CBOW HOMEP AEHEXHbIE CPeACTBa C KapTbl 3KCNpecc-
onnaTbl Ha onpegenexHHyto cymmy (ot 300 gonnapoB 1 BbILE);

° 06'b9|CHF|eT, YTO B Te4YeHune 4aca HGO6XOJJ.I/IMO NnoAroToBuUTb KapTbl 3KCnpecc-onnaTtbl noboro HoMu-
Hamna Ha yKkasaHHyl CyMMY U1 eLle pas Nepe3BOHUTb 4118 perncTpaLmmn 1 NpucBOEHUS NePCOHANbHOro
HoMepa nobepuTens, coobLiaeT HOMep, Kyaa HaJo Nepe3BOHUTD;
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e MOSICHAET NOPSALOK NocneayLwmnx gencTemm ons nonyyvenus npusa: ¢ 10.00 go 20.00 Takoro-To ymcna
abOoHEeHTy HeoBX0AMMO C NacnopTOM, MOBUIbHBIM TENE(OHOM M MPUCBOEHHBIM NEPCOHANbHLIM HO-
MepOoM NpubbLITE NO yKazaHHOMY agpecy Anst 0POPMITEHUS PadOCTHOro cobbITuS.

Ecnu no kaknm-To npnynHam aboHEHT HEe CMOXET B TEYEHMe Yaca KynuTb 3KCNpecc-KapTy, TO BCe paBHO A0M-
»KEH MO3BOHUTbL ANSA COrnacoBaHnsa AanbHEenWmnx 4eNcTBUn. 3aTemM MOLLEHHUK 00BbACHAET NoOpsaoK akTUBaLUK
KapT: CTepeTb 3aLlUTHbINA CrOW; NO3BOHUTL B NPU30OBON OTAEN; NPU NEPEKIOYEHMM Ha ornepaTopa — COo0LWMTb
CBOM KOAbl. AkoGbI onepaTop MX akTUBUPYET Ha HoMep aboHeHTa, a NPU30BOM OTAEN KOHTPONMPYET NpaBuUsib-
HOCTb ero AenCTBMI, MOCNe Yero npuceamBaeT eMy NepcoHarnbHbI HOMEpP, C KOTOPbIM «NobeanTenb» OOIMKEH
exaTb 3a npu3oM. Ho ecnu Bbl npegnoXmnte camoCcToATENbHO aKTUBUPOBATL KapThl HA CBOWM HOMEpP M NpuexaTb
C JokasaTtenbHbIMU JOKYMEHTaMM N3 COTOBOM KOMMaHUK, TO 3TO OO bSBAT HApyLLEHMEM NPaBUIT PEKITAaMON aKL MK,

Ucnonb3yromcsi u Opyaue sapuaHmbl MOWeHHUYecmsa

Bam moxeT nocTynuTb 3BOHOK OT AKOObI MpeacTaBuTENs BalLen COTOBOW KOMMaHWW, KOTOPbIA NpeasioxnT
MOMOJSIHNTL CYET KapTOYKOM aKcnpecc-onnatbl. Ho npexae yem coBepwntb onnaTty, Bel gomkHbl 6ygeTte coob-
WnTb onepatopy nuuHbi NMNH-koa, nepe3BoHNB Ha onpeaeneHHbIn HoOMep.

Ha camom gene npoucxoaut cnepytolee:

3apava MOLLEHHMKOB — BbIHYAUTb Bac KynuTb kapTbl SKCMpPecc-onnaTtbl Ha KPYMHYH CYMMY 1 COOOLUMTb Nny-
HbI KOA C 9TUX KapT. OTO NO3BONUT 3r0YMbILLNEHHMKaM NPUCBOUTbL CPEACTBA C 3TMX kapT. MNpus n «nobepa» —
npumaHka, npu3BaHHasi yCbinuTb Balle BHUMaHWe 1 6aUTenbHOCTb.

Kak noctynatb B Takou cutyauuu:

YnpaeneHne «K» MB[l P® HanoMunHaeT, YTO akTMBMPOBaTb KapTOYKM SKCApecc-onnaTthl CrieayeT UCKYn-
TenbHO Yepes cneumanbHbI KOPOTKUA HOMEP, YKa3aHHbIN Ha KapToYKe, a NMUYHBIN Ko HAKOMY HUKOrAa He coo6-
waeTcs. Bcé 310 ykasaHO Ha KapTe 3Kchnpecc-onnaThl — U B NEPBYI0 0Mepeab Hafo creaoBaTtb 3TUM NpaBuiaMm.
Ecnun Bam noctynuno npeanoxeHne oT paguocTaHuum akTUBMPOBAaTh KapTOYKW SKCNPECC-0nnaThl — HE BEPbTE.
PagnocTtaHumm Hukorga He TpebyoT akTMBMPOBATL KAPTOYKM SKCMPECC-onnaTthl Npy NpoBeAeHun notepen. «Babi
8blugparsiu MawuHy, Hy>XHbl 0eHbau Or1s1 €€ 0ghopMIIeHUSsT» BbINIpbill NpM3a MOXET CTaTb HE TOJNbKO NPUMaHKOMN,
HO 1 MOBOAOM 3aTpeboBaTh NEPEYNCNEHNS KPYMHbIX AEHEXHbBIX CPEACTB ANA 0hOPMIEHNS HY>KHbIX JOKYMEHTOB.

Kak aTo opraHu3oBaHo:

Ha Baww mMobunbHbIi TenedoH — kak npaBumo, B HOYHoe Bpems — npuxoanT CMC-coobLieHune, B KOTOPOM
rOBOPUTCS O TOM, YTO B pe3ynbTaTe NpoBedeHHON noTepeun Bbl Bbinrpanu aBTomobuns. Yauwe scero ato Audi
AB, HO yNOMMHAIOTCS U OpYrne N3BECTHbIE MHOCTPaHHbIE MOAENW 1 Mapku. [na yTouHeHus Bcex getanen Bac
NPOCAT NOCETUTb ONpeAeneHHbI CanT U 03HAKOMUTLCS C YCIIOBUAMW akumm MO0 MO3BOHUTL MO OQHOMY U3 yKa-
3aHHbIX TenedOoHHbIX HOMepoB. Bo BpeMs pa3roBopa MOLLEHHWKX COOOLLAl0T O TOM, YTO HAZ0 BbIMNONHUTL HEOD-
XoauMble bopmMarnbHOCTU: YNNaTUTb FOCMOLIMHY U 0hOPMUTb HEODXOAMMbIE AOKYMEHThI. [na aTtoro Heobxo-
OUMO NepeymncnnTb Ha cHeT cBoero mobuneHoro TenedoHa 30 Teicay pybnen, a 3aTem HabpaTb onpeaeneHHy
KOMOMHaLUMO LMdp 1 CUMBOMOB KOOI AN MPOBEPKM NOCTYMNNEHUS AEHEr Ha CYET M NoNnydYeHus «koda peru-
cTpauumy.

Ha camom aene npoucxoauT crieayiolyee:

KombuHauus undp 1 cnmsonoB, koTopyto Bel HabupaeTe, Ha camom dene siBngeTcs kogom, bnarogaps Ko-
TOPOMY 3MOYMbILLUIEHHVKN NOMYyYatoT AOCTYMN K NepeyncrneHHbIM cpeacTBam. Kak Tonbko koa HabpaH, cyeT 06Hy-
nseTcs, a MOLLUEHHVKN NcYe3aroT B HEM3BECTHOM HarnpaseHun.

Kak noctynatb B Takon cutyaumm:

YnpasneHue «K» MB[ P® npenynpexgaet: ecnu Bel y3Hanv o npoBefeHUU NoTepeun ToNbKO B MOMEHT «Bbl-
UrpbILLay, 1 Npy 3TOM paHee Bbl He 3anonHANM 3asBKy Ha y4acTye B HEW U HUKaK He NoATBepX4anv cBoe y4actue
B pO3bIrpbille, TO, BEPOsiTHEE Bcero, Bac nbitawotca obmaHyTb. OdopMneHme JOKYMEHTOB M y4acTue B Takux
notepesix HMKoraa He NPoBOANUTCH TOMBKO MO TenedoHy u VIHTepHeTy.

Mpocmoli k0o om onepamopa cesizu

Kak aTo opraHu3oBaHo:

Bam noctynaet 3BoHOK nnbo npuxoant CMC-coolbLieHre sKkoObl OT COTPYOHUKA CNYXObl TEXHUYECKON Nnoa-
nepxkun Bawero onepatopa mobunbHol cBsdn. O6ocHoBaHMsA 3Toro 3BoHka unu CMC moryT ObiTe cambiMy pas-
HbIMU:

e NpeanoXxeHve NOAKIMYNTb HOBYIO SKCKITO3VUBHYHO YCIYrY;
AnNs nepepernctTpauuy Bo n3bexaHne OTKMHOYEHNUS CBSI3U M3-3a TEXHUYECKOro cbosi;
ANS yNyyleHust KadyecTsa CBA3M; ANs 3awwuTel oT SPAM-pacchinikv; NpeanoxeHne npuHaTb yyactue
B aKLMM OT Ballero COTOBOro ornepaTopa.

e Bam npegnaraetcs HabpaTb Nod OUKTOBKY Kof unu coobuieHne CMC, koTopoe noaKmioynuT HOBYIO
YCIyry, YRy4llmnT Ka4ecTBO CBA3M U T.1.
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Ha camom aene npoucxoauT cneayiouyee:

Kog, koTopbin Bam npegnoxart oTnpaBuTb, ABMSETCA KOMOUHALMEN AN OCYLLeCTBeHNa MobunsHoro nepe-
BOJA AEHEXHbIX CPeACcTB CO cveTa aboHeHTa Ha cyeT 3MoyMbILLNeHHUKOB. Kak Tonbko Bbl ero HabepéTte, Baw
CUéT ByaeT onycTowéH. Hukakas ycnyra He ByaeT noakmnoyeHa.

Kak noctynatb B Takon cuTyauum:

YnpasneHue «K» MB[ P® obpaliaeTt Balie BHUMaHue, 4to nobas ynpoLéHHas npouenypa n3aMeHeHus Ta-
PUMHBIX NITAHOB BLIFMSAWT NOA03pUTENBHO. He neHnTech nepesBaHMBaTb CBOEMY MOBUIBHOMY onepaTopy Ans
yTo4HeHus ycrouii. CMC-coobLweHns MoryT ObITb caMmbiMu pasHbiMu. CoBeTyem Bam KpuTuyeckn oTHOCUTbCA
K TAKUM COOBLLEHMSAM 1 HE CMELUWTb BbIMOMHUTE TO, O YeM NPOCAT. Jlydlle NO3BOHMTE OnepaTopy CBA3M, y3HaNTE,
Kakasi cyMma cnuiueTcs ¢ Bawero cyeta npv otnpaBske CMC unu 3BOHKe Ha yka3aHHbI HOMep, 3aTem coobLute
0 npuvweawer Ha Baw TenedoH nHgopmaummn. OnepaTop onpeaenuT Toro, kTo otnpaenseT 3tn CMC un 3abno-
KMpYET ero akkayHT.

UImpagpHbie caHKyuu u y2po3a OmMKIF04YeHUs1 HoMepa

Kak aTo opraHu3oBaHo:
3noyMbILLNEHHVK NPEACTABNAETCA COTPYOHUKOM CryXObl TEXHUYECKON NOAAEPXKKM onepaTopa MOOUbHOWN
CBSI3M 1 COOOLLAET, YTO NPOM3OLLIIO HapyLLEHME YCIOBUIA [OroBopa:

aboHeHT cmeHun TapudHbIN NNaH, He ONOBECTVB OnepaTopa;

He BHEC CBOEBPEMEHHO onnary;

BOCMOMb30Barcs ycnyramu poymuHra 6e3 npegynpexaeHvs v Tak ganee. Ymobel npedomsepamume
omkroYeHue Homepa, Bam npednazaemcs:

KynuTb KapTbl 3KCMPEeCCc-0nnaThl U COOBLMTb NX KOAbI;

nepeBecTM Ha CBON HOMep CyMMy LiTpada u HabpaTb Ko,

nepeBecTV CPeACTBa Ha yKasaHHbIN HOMeEP.

Mocne aToro Bbl skobbl cMOXeTe foKa3aTb CBOK HEBUHOBHOCTb M NMPWY 3TOM COXPaHUTE CBOW HOMEP.

Ha camom gene npoucxopuT crieaytouiee:

Monb3yscb Tem, 4TO TenedoH Bam HyXeH NOCTOSHHO 1 NOTEPS HOMepa MOXeT cTaTb Ans Bac kputuieckon,
MOLLEHHVK 3anyrmBaeT Bac. B pe3ynbTaTe oH nonyyaeT BO3MOXHOCTb NpncBonTb cebe Balwim cpeactea — ¢ kapT
aKcnpecc-onnatel MMBo HanpsiMyto co cyéTta TenedoHa.

Kak noctynatb B Takou cutyauuu:

Ynpaenexve «K» MB[ P® pekomeHOyeT nepe3BaHuBaTb CBOEMY MOOWUMLHOMY onepaTopy AMns YTOYHEHMS
ycnosui. NomHuTe, uTo y Bac, kak y notpebutens ycnyr cBa3w, eCTb npaBa, KOTOpble 3aluULLaoTCA 3aKOHOM.
Huikakon onepaTop CBsi3M HE MOXeT TpeboBaTb BbiNnadnBaTb emy WTpadbl O TeX nop, noka Bawa BuHa He
OyneTt ookasaHa.

Owub6oy4HbIl nepeeod cpedcme

Kak aTo opraHusoBaHo:

Bam npuxogut CMC-coobLueHne 0 NOCTYNMEHUN CPEACTB Ha CHET, NeEPEeBEAEHHbIX C MOMOLLLI ycryrn «Mo-
OunbHLIV NepeBoa» NMOO ¢ TepMmmHana onnat ycnyr. Cpasy nocrne 3Toro nNocTynaeT 3BOHOK U Bam coobuator,
41O Ha Baw 20 c4eT owmnboYHO NnepeBeaeHbl AeHbLIM U NMPOCAT BEPHYTL X 0OpaTHO TeM e «MobunbHEIM nepe-
BOZOM» NBO NepeBecTM Ha «NpaBuibHbIA» HOMep. Bbl nepeBogmMTe, NOCIE YEro Takas )Xe CymMma CrmcbiBaeTcs
¢ Bawero cuéra.

Ha camom gene npoucxoauT creayiowyee:

YTtob6bl BO BTOPOW pa3 cnmucatb Cymmy ¢ Bawero cyéTa, 3noyMbILLSIEHHMK UCMONb3YeT YeK, BblOAHHbIA Mpu
nepesofe geHer. OH obpallaeTcs K onepartopy ¢ 3aaBrneHmemM 06 oWnBOYHOM BHECEHUN CPEACTB U Npocbbom
nepeBecTun NX Ha CBOM HOMep. To ecTb NepBbIvi pa3 Bbl nepeBoanTe AeHbrM Mo ero npockbe, a BO BTOPOW pas3 OH
nony4aeT 1x no npasuiamMm Bo3BpaTa CPecTB.

Kak noctynaTtb B Takon cutyaumu:

Ynpaenexve «K» MB[L P® coeeTyeT Bam He nopgpaBatbest Ha obmaH. Ecnv Bac npocsit nepeBecTtu sikoObl
OLIMBOYHO NepeBeAEHHYIO CYMMY, HAMOMHUTE, YTO 4118 3TOro Ucnonb3yeTcs Yek. OTroBopKa, YTO «4EK NOTEPSHY»
CKOpee BCEro CBUAETENbCTBYET O TOM, 4YTO C Bamu 06L1aeTca MOLLEHHMK.
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Hocmyn k CMC u 380HKam

MHoruve ntogm xoTsa 6bl pa3 B XXM3HM UCTbITbIBANN JTFOGOMNBITCTBO MO OTHOLLIEHMIO K YACTHOWM XXU3HW CBOMX POA-
CTBEHHUKOB 1 3HakoMbIX. MobunbHas cBs3b, gukcupys CMC 1 3BOHKKM, AAET JNIOXKHOE OLLYLLEHNE, YTO KaXabl
MOXET CTaTb LUNNOHOM. /I MOLLEHHMKM NOMb3YOTCA 3TUM.

Kak aTo opraHu3oBaHo:

B uHTEepHeTe unu npecce nyonukyetcs 00ObsBrEHWE, B KOTOPOM BaM npeafiaraeTcs nU3yuntb coaepaHune
CMC coobLueHnIi 1 CNUCOK BXOASLUX N UCXOASLMX 3BOHKOB MHTEpecytoLLero Bac aboHeHTa. [Ina atoro Heob-
X0OUMO oTnpaBuTb coobLueHne ctoumocTbio oT 10 go 30 py6. Ha ykasaHHbIN KOPOTKMIA HOMEpP 1 BNUCaTb B Npes-
naraemyio popmy Homep TenedgoHa aboHeHTa.

Ha camom gene npoucxoauT cneaytouee:

Mocne Toro kak Bbl oTnpasute CMC, c Ballero cyeTa cnvweTcs CyMMa HamHoro 6onblue Ton, 4To Gbina yka-
3aHa molleHHukammn — oo 500 pybnen. PasymeeTcs, uHTepecyoLlas Bac MHopmauus Tak u He noctynaet. [pu
3TOM GONBLUMHCTBO NOCTPaAaBLUMX He obpallaoTcs B NOMMLMIO, HE Xenasi MpU3HaBaTbCs B KeNaHUM LUMMOHNUTb
3a gpyrvmu nogbmu. B pesynbtate MOLLIEHHMKM OocTarTcs 6e3Haka3aHHbIMMN.

Kak noctynaTb B TakoM CUTyaLMK:

Ynpasnexue «k» MB[ Poccun npegynpexgaeT: npeanoxeHve o npegocTaBrieHny AaHHOW YCNyrn SBnsaeTcs
MOLLIEHHMYECTBOM, TaK Kak Takasi ycrnyra MOXeT OKasblBaTbCH UCKIIOYMTENBHO onepaTtopamm COTOBOM CBS3N U B
YyCTaHOBMNEHHOM 3aKOHOM nopsake!

MOLWWEHHUYECTBA C BAHKOBCKUMW KAPTAMU

BbaHkoBckas KapTa — 3TO MHCTPYMEHT AJd CoBepLUeHnA nnatexen m AocTyna K Halim4yHbIM CcpeacTBaM Ha
CYéTe, He Tpe6y}ou.|,vu7| ansa 3Toro NpucyTcTenA B baHke. Ho NPOCTOTAa UCMNoJib30BaHUA ©aHKOBCKMX KapT OCTaB-
NA€T MHOXEeCTBO J1a3eek 14 MOLIEHHUKOB.

Kak aTo opraHnsoBaHo:

Bam npuxogut coobLieHne o ToM, YTO Bawla 6aHKoBCKasi kapTa 3abnokmpoBaHa. lNpegnaraetca 6ecnnaTHo
MO3BOHMTb Ha onpefeneHHbI HoMep Ans nonydeHns nogpobHon uHdopmaumn. Korga Bbl 3BOHUTE MO yKa3aH-
HOMY TernedoHy, BaM COOBLLAT O TOM, YTO Ha CepBepe, OTBEYaloLLEM 3a 0DCNyXMBaHWE KapTbl, NPOU3OLLEN
cbon, a 3aTem npocAT coobLmTbL HoMep kapTol u MNMNH-koa Ana ee nepeperncTpauun.

Ha camom gene npoucxoauT cneayiouyee:
YTto6bl orpabutb Bac, 3NM0OYMbILLIIEHHUKAM HY>KEH NLb HoMep Ballen kapTbl U MYH-koa. Kak Tonbko Bbl KX
coobLwwmTe, AeHbr OyayT CHATHI C Ballero cyera.

Kak noctynatb B Takou cutyauuu:

Ynpaenexve «K» MB[ P® npegynpexgaeT: He Toponutecb coobatb pekBu3uTbl Bawen kapTtol! Hu ogHa
opraHusauus, Bkrtovas 6aHk, He Brnpase TpebosaTb Baw MNWH-koa! Ons Toro, 4Tobbl NPOBEPUTL NOCTYNUBLLYIO
nHdopmaumio 0 6OKMPOBaHNM KapTbl, HEOBXOAMMO MO3BOHUTL B KIMEHTCKYIO Cryx0y nogaepxku 6aHka. Cko-
pee Bcero, Bam oTBeTAT, 4TO HMKakMx c6OEB Ha cepBepe He NPOMCXOoAmMIo, a Bawa kapta npogomkaeT obeny-
XnBaTbCs 6aHKOM.

BNAOENbLAM NMNACTUKOBbIX BAHKOBCKUX KAPT
Kak 3awjumumbcsi om MoOuweHHUKO8

B nocnegHee Bpems HabnogaeTcsa pocT Yicna criydaeB MOLLEHHUYECTBA C NAaCTUKOBLIMY KapTaMu. Ynpas-
nenve «K» MBIl P® pekomeHgyeT BceM Bnagenbuam NnacTUKOBbIX KapT criedoBaTth nNpasuniamM 6e30nacHoOCTu:

MNH-kop — Knrou K Bawwum [leHbram
e Hukorga n Hukomy He coobante NMUH-koa Bawen kapThbl. Jlyywe Bcero ero 3anomHuntb. OTHOCUTECH
K MNH-Kkoay Kak K KN4y oT ceda ¢ BallMMu cpecTBamu.
e Henb3a xpanuts MNH-Kkoa psgom ¢ kapTor u Tem 6onee 3anuckiBath MNAH-kog Ha HeE — B aTOM cry-
yae Bbl gaxe He ycneete o6e3onacuTh CBOM CYET, 3a6/10KMPOBAB KapTy Nocae Kpaxu uam ytepu/

Bawa kapTa — TonbKo Bawa

He no3BonsnTe HMKOMY MCMONb30BaTh Bally NnacTMKoByto kKapTy — 9TO BCE paBHO YTO OTAATb CBOM KOLLENEK,
He nepecuynTbiBasi CyMMy B HEM.

Hu y koro HeT npaBa Tpe6oBaTb Baw MNNH-kox
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Ecnv Bam no3BoHMM 13 Kakon-nnbo opraHusaumm, nnm Bbl nony4mnnm nMcbMo no SreKTPOHHOM NnoYTe (B TOM
yncrie u3 6aHka) ¢ npocbbon coobLMTL PeKBU3UTLI kKapTbl U MNMAH-koa nog pasnuuHbIMK Npeanoramm, He cre-
LnTE €€ BbINONMHATbL. [103BOHUTE B YKa3aHHYK OpraHuM3aumio 1 cooblumte o gaHHOM dakTe. He nepexoguTe no
yKa3aHHbIM B MUCbME CCbifikam, MOCKOSIbKY OHWM MOTYT BECTU Ha CanTbl-OBOMHUKM. TOMHUTE: XpaHeHne peKkBU-
3utoB u NMNH-kopa B TaHe — 3TO Bawa oTBETCTBEHHOCTb U 06A3aHHOCTD.

HemepneHHo GrokupynTe KapTy npu ee ytepe

Ecnu Bbl yTpatunu kapTy, CPOYHO CBSXUTECH C BaHKOM, BblAaBLUMM €€, COObLLMTE O CNyYnBLLEMCS U Cre-
OynTe MHCTPYKUMAM CcOTpyaHuKa 6aHka. [na atoro gepxute TenedoH 6aHKka B 3anMCHOM KHUXKE UMW B CMIUCKE
KOHTaKkToB Baluero mobunsHoro TenedoHa.

Monb3ynTechb 3aWMLEHHBIMU BaHKOMaTaMu

lMpu NpoBegeHUn onepaunii C KapTor NMONb3yWTECh TONMbKO TeMn BaHKoMaTamMu, KOTOpble pacrnosioXeHbl B
BesonacHbix MecTax u 06opyagoBaHbl CUCTEMOW BUAEOHAONIOAEHMS 1 OXPaHOW: B rOCY4apPCTBEHHbIX ydpexae-
HUsIX, BaHKaX, KPYMHbIX TOProBbIX LLEeHTpax u T.4.

paxxgaHe, nonb3yoLmecs baHkoMaTamm 6e3 BuaeoHabniogeH s, MOryT NOABEPrHYTbCS HanageHusm 3ro-
YMBbILLEHHUKOB.

OnacanTtecb NOCTOPOHHUX

CoBepluas onepaumm ¢ NNacTUKOBOKW KapTon, cneauTe, 4Tobbl psaomM He GbINo NOCTOPOHHUX noaen. Ecnu
3TO HEBO3MOXHO, CHUMUTE AeHbIM C KapTbl NO3Xe NMb0o BOCMNONb3ynTech ApyruM 6aHKOMaTOM.

Habwupas MNMNH-koa, npukpbiBaniTe kKnaBuaTypy pyKOW.

PekBuantbl 1 nobasi npovast MHpopMaLmUss 0 TOM, CKONbKO cpeAcTB Bbl CHANM 1 Kakve uudpbl BBOAUN B
©aHKomaT, MOryT ObITb UCNOSIb30BaHbI MOLLEHHUKAMMW.

BaHkomaT fAonXeH ObITb «4YUCTbIM»

OOGpalante BHMMaHMe Ha kKapToNpMeMHUK U knaBmnaTtypy 6aHkomarta. Ecnv oHu obopyaoBaHbl KakumMu-nnbo
[OMNOMNHUTENBHBIMU YCTPOMCTBaMMK, TO OT UCMONb30BaHUA JaHHOro GaHkoMarta nydlle Bo3gepXaTbCsa U cO00-
LT O CBOMX NOAO3PEHMSAX MO yKa3zaHHOMY Ha HEM TenedoHy.

BaHkomaT AonKeH GbITb NONTHOCTHIO MCMPaBHbLIM

B cnyyae HekoppekTHoI paboTbl GaHKoMaTa — eCcrnii OH JOSIT0e BPEMSI HaXOAUTCS B PEXMME OXUOAHUS UMK
CaMOMNpOM3BOSIbHO Mepe3arpy’kaeTcs — OTKaXXUTEChb OT ero Ucrnosnb3oBaHus. Benvka BeposITHOCTb TOro, YTO OH
nepenporpaMMmMpoBaH 3510yMbILLNIEHHUKAMMW.

CoBeTynTeCb TOJILKO C 6aHKOM

Hukorga He npuberante Kk nomolly nNMBO coBeTaMm TPETbMX NULL NPU NPOBEAEHWUM onepauuii ¢ 6aHKOBCKON
kapToi B GaHkomaTax. Ceskutech ¢ Bawwmm 6aHkOM — OH 06513aH NPefoCcTaBUTb KOHCYSbTaLMOHHbIE YCIYyry Mo
paboTe c KapToMn.

He poBepsnTe kKapTy ocmuMaHTamM U NpoaaBLam

B TOproBbIX TOYKax, pectopaHax 1 kage Bce AencTBusa ¢ Baluen nnacTMkoBOM KapTon AOSMKHbI MPOUCXOAUTb
B Bawwem npucytcteuun. B npoTMBHOM Criyd4ae MOLUEHHUKU MOTYT NOMNyYnTb peKBU3NThLI Baluen kapTbl Npy NOMOLLN
crneumnarbHbIX YCTPOUCTB U UCMNOSMb30BaTh UX B AalbHenLWweM ANs U3roToBeHus nogaernku.

NMPABWUNA NOBEOEHUA B UHTEPHETE

3awyuma om epedoHOCHbIX NMPo2paMmm

WHTepHeT Ha3biBalOT «MUPOM HOBbLIX BO3MOXHOCTEN». HO TEM, KTO TONbLKO NPULLEN B 3TOT MUP, CrNeayeT Be-
CTu cebs OCTOPOXKHO U CTPOro cregoBaTh npasunam nosedeHus B Cetu. Kak u B peanbHom mupe, B IHTepHeTe
[encTByeT MHOXEeCTBO MOLLEHHUKOB W NMPOCTO XYNWUraHoB, KOTOpble CO3aloT U 3anyckaloT BPpeAOHOCHbIE Mpo-
rpammbl. YnpasneHue «K» MB P® HanoMmuHaeT: ong 3awmTbl nonb3oBaTenemn oT BpeAOHOCHbIX NMporpaMm pas-
paboTaHO MHOXECTBO OENCTBEHHbIX KOHTPMEpP. Hago nuwb 3HaTb X U CBOEBPEMEHHO MCMNONb30BaTb.

BuOdb! 8pedOHOCHbIX nNpo2paMm
BpedoHocHbIe npozpamMmbi — ntoboe nporpaMMHoe obecneyeHre, KOTOPOe NpeAHa3HaYeHo Ansi CKPbITHOTO
(He caHKUMOHMPOBAHHOMO) AOCTYMa K NePCOHANbHOMY KOMMBIOTEPY C LENbIO XULLEHWUSI KOH(MAEHUNAMNBHBLIX OaH-
HbIX, @ TaKkke ANs HaHeceHus noboro Buaa ywepba, CBA3aHHOrO C ero ucnonb3oBaHueM. Bce BpegoHOCHLIE
nporpaMmmbl HepeaKo HasbiBaOT OOHMM OOLLMM CIOBOM «BUPYCbI». Ha camom fene BpeaoHOCHbIE MporpaMmel
MOXHO pasfenuTb Ha TPy rpynmbl:
1. KOMMbIOTEPHbIE BUPYCHI;
2. ceTeBble YepBMy;
3. TpOsiHCKME nporpammbl.
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KomnbromepHbie eupychbl — 3TO NPOrpaMMbl, KOTOPbIE YMEIOT Pa3MHOXaTbCA U BHEAPATb CBOW KOMUU B APY-
rme nporpamMmmel, T. €. 3apaxaTb yXe cywecTByrowme dannbl. ObbIMHO 3TO UcnonHsemble dannbl (*.exe, *.com)
unu dpannel, cogepxaiume Mmakpo-npoueaypsbl (*.doc, *.xls), koTopble B pe3ynbTaTe 3apa)KeHusi CTaHOBSITCS Bpe-
OOHOCHbIMW. KoMMblOTEpHbIE BUPYChI CYLLECTBYIOT AaBHO. B nocneaHee xe Bpemsi, korga KOMMblOTEPbl CTanm
06'be,EI,I/IHF|Tb B KOMIMbKTEPHbIE CETU, NOAKIOYATb K MHTepHeTy, B AOMNOJIHEHWE K TPaAULUMNOHHBIM KOMIMbOTEPHbIM
BUpycam NnosiBUNUCHL BpeLOHOCHbIE NPOorpamMmMbl HOBOIO TUMA: CETEBbIE YEPBU N TPOSAHCKME NPOorpaMmmbl.

Cemeeble 4yepau — 3TO BPEJOHOCHbIE MporpamMmmMbl, KOTOPblE Pa3MHOXAaTCS, HO He ABMSTCA YacTbio APYruX
dannos, npeactaBnag cobon camoctoaTenbHble harnbl. CeTeBble YepBM MOTYT PAcNPOCTPAHATLCS MO fOKanb-
HbIM ceTaMm 1 MHTepHeTy (HanpuMep, Yepes aNeKTPOoHHY0 nouTy). OcoBeHHOCTb YepBer — Ype3Bbl4anHO BbICT-
poe «pa3MHoXeHue». Yepsb 6e3 Baluero Begoma MOXET, HanpyMMep, OTNpaBUTb «4epBUBbLIE» COOBLLEHUSA BCEM
pecrnoHAeHTaM, agpeca KOTOpbIX UMEKTCS B agpecHor kHure Balel novtoBor nporpammbl. [MToMrMMo 3arpysku
CeTn B pe3ynbTaTe NaBUHOOOPA3HOro pacnpocTpaHEeHUs, CETEBbIE YePBU CMOCOOHbI BbINOMHATEL ONacHble Aen-
CTBUSI.

TposiHckue npo2paMMbl HE Pa3MHOXaKTCS U HE PACChINAKTCA CaMu, OHU HUYErO HE YHUYTOXaK0T Ha BaLleM
KOMMblOTEpe, 0OAHaKo NOCNEACTBUS OT UX EeATENbHOCTU MOrYT OKa3aTbCs CaMbiMU HEMPUATHBIMU U OLLYTUMBIMMU.
3apada TpPOsiHCKOM NporpaMmbl — 06ecneynTb 3noyMblLUNEHHUKY AOCTYN K Bawemy KoMnbloTepy 1 BO3MOXHOCTb
ynpaerneHusa nMm. Bce 3aTo nponcxoant oveHb He3aMeTHO, 6e3 adhdekTHbIX NposiBneHui. NpocTo oaHaxabl Bawa
YyacTHasi nepenucka MoxeT BObITb onybnukoBaHa B IHTepHeTe, BaxHas busHec-mHdopmaums npogaHa KOHKypeH-
Tam, a 6banaHc nuueBoro cyeTa y VIHTepHeT-npoBanaepa unm B ANeKTPOHHbIX NNAaTEXHbIX CUCTEMAaX HEOXMAAHHO
OKaXXeTCS HYNeBbIM UK OTpULATENbHbBIM.

Be3onacHoe ucnonb3oe8aHue 371€KMPOHHOLU MoYMabli

ABnAsch yoobHbIM BUAOM CBSA3M, KaK NIMYHOW, Tak U AeNOBOW, 3NEKTPOHHAsA NoyTa OCTaéTCA OAHUM U3 CaMblX
nonynsipHbIX cnocoboB pacnpocTpaHeHns BPeAOHOCHbIX nporpamm B NHTepHeTe. OBblyHOE coobLeHNe anek-
TPOHHOW MOYTbI — 3TO MPOCTO TEKCT, cam Mo cebe OH He MoXeT BblTb onaceH. Ho K COOBLLEHNI0 MOXHO NpuUKpe-
nNuTb dawnn, HasblBaeMbli annom BroXeHns nnm pannom npucoeanHeHnsi, KOTopbIn BNOIHE MOXET OKa3aTbCs
BPEAOHOCHON NPOrpaMmon UIn 3apakeHHbIM BUPYCOM (hanifoMm.

TakTuka 60pb0ObI C BpeAOHOCHBLIMUY NporpaMmmamm

BpenoHocHble nporpammbl cpabaTtbiBaloT Npu 3anycke Ha Bawem komnbtoTepe. Taktuka 60pbbbl ¢ HUMKM JO-
CTaTO4HO npocTa:

- He gonyckaTb, YTOObl BpeOHOCHbIE MporpaMmMbl Monagany Ha Balw komnbioTep;

- ecnn oHu k Bam Bce-Takv nonanu, HY B KOeM criydae He 3anyckaTtb UX;

- €CIN OHU BCEe Xe 3anyCTUUCh, TO NMPUHATE Mepbl, YTOObI, MO BO3MOXHOCTM, OHU He NMPUYNHUNK ywepba.

Kak yb6epeubcsi OT nony4yeHusi BpeAOHOCHbLIX NporpamMmm

Ecnu Bbl nonyuunu cooblieHne ¢ BUpYycoM, 3HauuT, Bbl y)ke HeBOMbHO BbIMOMHWAM NEPBbIN LWar Ha Nyt K
3apaxeHuto Baluero komnbroTepa, NOCKONbKY OnacHbIN dyansi CoOXpaHUmcsa Ha ecTkoM aucke. lNoka aTo He da-
TanbHO, HO OYEHb OMacHo, NO3TOMY, NpPeXae BCero, HeobxoauMO NPeAnPUHSTL Mepbl K TOMY, YTOBbl 3TOro He
NpOVCXoAmMmo Brnpedb. Y MHOMMX ornepaTopoB CBA3W MMEIKOTCH Ha MOYTOBbLIX cepBepax punbTpbl, OTCekaroLmne
nogosputenbHble nocnavvs. OgHako, HECMOTPSA Ha OYEeBUAHYHO A(PHEKTUBHOCTL 0BLLECUCTEMHOrO PUnbTPa,
ans obecneyveHns 6e30NacHOCT ero BCe-Taku HeJOCTaTOYHO, MOCKOMbKY OH paccyuTaH Ha obesBpexvBaHue
Y€ U3BECTHbIX BMPYCOB, TOrAa Kak HoBble BUPYCbl MOryT 6ecnpensiTCTBEHHO nonagaTh B MOYTOBbLIV AWMK. [1o-
3TOMY MoNb3oBaTento Heo6XxoANMO NPUHATE AONOMNHUTENbHbIE Mepbl 6e3onacHocT. Cambli 4ENCTBEHHbIV CMo-
€06 orpaguTb OT BPEAOHOCHbIX MPOrpamMm CBOW MOYTOBbLIV LMK — 3anNpeTuTb Nprem CoobLLEeHNA, COAepKaLLmX
ucnonHsiemble BRnoxeHns. Ecnm aboHeHT BkrtovaeT NogobHbIM unbTp, TO BCe COOBLLEHNS, Coaepx)alume uc-
nonHsiemble dannel, 6yayT aBToMaTUYeCcKu yaanaTbCa HEMOCPEACTBEHHO Ha MOYTOBOM cepBepe. HecmoTps Ha
Ka>KyLLyloCS pagmkanbHOCTb NOA0GHON Mepbl, OHa O4eHb ahdekTMBHA 1 B BOMbLUMHCTBE Cy4yaeB He NpUBOAUT
K HeygobcTBaMm MM orpaHnYeHnsiM BO3MOXXHOCTEN Monb3oBaTenen.

- Bo-nepBbIx, Kak NpaBurio, No 3MEKTPOHHON NOYTE Yalle BCEro pacchinalT AOKYMEHTbI U N306paxeHusl, HO
He nNporpamMmei.

- Bo-BTOpBIX, B Cy4yae HeOOXoAMMOCTU NOSTyYeHUss MporpamMMbl Mo MOYTE, MOXHO LOrOBOPUTLCS C OTMPaBu-
Tenem, YTobbl OH NpeABapUTENBHO yNakoBas ee C MOMOLbI Kakoro-nnbo apxmeatopa, Hanpumep, Winzip unu
WinRar. Monb3a nony4nTca ABOWMHAasA, MNOCKOMbKY pasMep MosydyeHHOro gavina apxusBa OOJPKEH ObITb ropasgo
MEHbLUE pa3Mepa 1 cXxogHoro danna.

MmeeTcs ellé oamH cnocob He COXpPaHATb NOAO3PUTENbHbIE coobLLeHMs Ha CBOEM KOMMNbOTEPE. Hapo cHa-
Yyana npocMaTtpmBaTb TOJIbKO 3aroJyioBKU coobLeHun n yOoanAaTb HEHYXXHble NMMCbMa HeNnocpeaCTBEHHO Ha Ccep-
Bepe, He CKa4vmBasa Ux Ha CcBOWN KOMMNbKOTEP.
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Kak 3anpeTuTb BbINOSIHEHME BPEAOHOCHbLIX NporpamMm

BbiBatoT 06CTOATENLCTBA, MPU KOTOPbIX HEBO3MOXXHO OpraHn3oBaTb paboTy Tak, YTOOblI HE nMory4YyaTb CO00-
LLIEHMST C UCMIONTHAEMbIMI harnamun. B aTom crnyvae ecTb BEPOSATHOCTb MOMYYNTb COOOLLEHUSA C BPEOOHOCHBIMMN
nporpaMmmamu. 3HauuT, Heob6Xo4MMO MPUHATE Mepbl, YTOObl BPEAOHOCHbIE MPOrpaMmbl HU B KOEM Cry4ae He
ObInn 3anyLyeHbl Ha BbiNonHeHWe. YTobbl 3anyCcTntb doann BrOXeHUs Ha BbINOMTHEHWE, cneayeT OTKPbITb CO06-
LLleHVe B OTAENbHOM OKHE, ABaXbl LLESKHYB N0 CTPOKe COOOLLEeHNs B cnvcke (COOBLLEHME C BNOXEHUEM MOMe-
YEHO CKPEeMnKOM) 1 OTKPbITb harnn BOXeHWe, ABaXAbI LLEMNKHYB N0 MMeHu danna B 3arofnioBke coobLieHus (none
«[MpucoeanHnTby). YuntbiBasa ckasaHHOE, HEODXOAMMO B34ATb 3a MPaBUIO: HE OTKpbIBaTh COOBLLEHME (OBaXabl
LLIENKHYB MbILLUKOW), 0COBEHHO €CInn OHO MPULLIIO OT HEM3BECTHOrO OTNpaBuTens. TeKCT MOXHO NpoynTaTth B pe-
Xunme ObICTPOro NpocMoTpa: Koraa npyv OANHOYHOM LLENYKE MbILLKOW Ha COOOLLEHMM B CMIMCKE TEKCT COObLLEeHMS
oTobpakaeTcs He B OTAENbHOM, @ B OCHOBHOM OKHe nporpamMmbl. YnpaeneHune «K» MBI P® pekomeHayeT He-
MEeAJIEHHO yaanaTb BCe NOA03pUTENbHbIE CO0OLLEHMS. HMKOrAa He OTKpbIBanTe cpasdy NpuciiaHHble alinbl BMo-
)KEHWS1, B TOM YMCrIe NOMy4YeHHbIe OT APY3€EN, KOSNEr Ui OT UMEHUN M3BECTHbIX ppM. MNMprHMMaliTe BO BHUMaAHNE,
YTO COOOLLEHNST OT AKOObI 3HAKOMBbIX FML, MOTYT OKa3aTbCsl PaccblfikaMn, OTNPaBIEHHBIMU CETEBBLIMU YEPBSMMU.
Takke nmenTe B BUAy, YTo 6€3 Ballero BegomMa H1 OfHa yBakaemasi opraHusauns He 6ygeT paccbinath aninsl,
[axe ecrniv 3TO BaXHble AaHHble, Takme, Kak 0OHOBMNEHWSI CUCTEMbI UM OYepedHas 3aliuTa OT BUPYCOB.

PacwwupeHue channa — aTo BaXKHO

Obpawante BHMMaHue Ha pacwmpeHve cdanna. Ocobyto onacHOCTb MOryT NpeacTaBnATe pannsl Co cnegy-
IowmMMmn paclumpeHmamn: *.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.eml, *.exe, *.hlp, *.hta, *.inf,
*ins, *.isp, *jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.pcd, *.pif, *.reg, *.scr, *.sct, *.shs, *.url,
*.vbs,*.vbe, *.wsf, *.wsh, *.wsc. BpeaoHocHble dalinbl YacTo MackupyTcs nog o0blYHbIE rpadmnyeckue, ayano
n Bugeodannsl. Onsa Toro, 4Tobbl BUAETH HacTosLee paclumpeHne darina, 06a3aTenbHO BKIYNTE B CUCTEME
pexum oTobpaxkeHust pacluMpeHnin annos.

Kak npaBunbHO yganstb coobLlieHne U3 NoYTOBOW NporpamMmmbli

BynbTe 04eHb OCTOPOXHBI NPU NOMy4YeHUU cO0BLLEHWIA C (harnamm BnoxeHusiMuU. [ogo3puTenbHble coobLue-
HUS Nyylle HeMeaneHHo yaansTb. YTobbl yaanuTb coobLueHne B NOYTOBOM NporpaMme MOSIHOCTbIO: yaanuTe
coobuleHne 13 nankv «Bxogsiumey; yoanute cooblieHve U3 nanky «YaaneHHble»; BbIMONHWTE Haj nankamu
onepauuto «Cxatby (Pann/MNanka/CxaTb BCe nanku).

3awmTa aNeKTPOHHOW NoYThbI

K coxaneHuio, Hemnb3a UcKkNyaTh Criydau, Koraa npvceinaemsle avnbl Bce-Takvm 0yayTt 3anyuieHsl. OgHako
N B 9TUX CNy4asx MOXHO NPUHATL KOHTPMepbl. B nepByto odepenp, crneante, 4Tobbl y Bac ObINn yCTaHOBMEHDI
camble nocriegHne o6HOBMEHNUst Nnporpamm. HenuwHum 6ygeT ycTaHOBUTb NEPCOHarbHbIN MEXCETEBOW 3KpaH
(firewall). B HEM cnepyeT ykasaTb MCHEPMbIBAIOLLMIA CMIMCOK MPOrpaMm 1 AOCTYMHbIX MM NOPTOB 1 cepBucoB. Kak
TONbKO Kakas-nubo Hes3HakoMas nMporpaMMa MnomnbITaeTcs OTNpaBuUTb MOYTY, OHa TYT e OyaeT obHapyxeHa, u
3apasa He pacnpocTpaHuTcsa ¢ Bawero komnetoTepa ganbiue. Kpome Toro, otcnexmsaTb 1 6nokMpoBaTh onac-
Hble JEeNCTBUSA, KOTOPbIE MOTYT BhINOMHATL BPEAOHOCHLIE MporpaMmebl (0OpalleHue k darnam, 3arpy3o4Hon ob-
nactu aucka, CUCTEMHOMY peecTpy U T. n.), CMOCOBHbI cneumanbHble NporpaMMbl CTOpoXa, 06bIYHO BXoadLme
B COCTaB aHTMBUPYCHbIX NakeToB. OHW aBTOMAaTUYECKM 3a NYCKAlOTCSA Ha BbINOMHEHWE Npy 3arpy3ke onepawnoH-
HOW CMCTEMbI M HE3aMETHO MPOCINEXNBAIOT AENCTBUS NPOrpaMm.

BYObTE BAUTENbHbI!

Ynpaenexve «K» MBL P® pekomeHayeT 6onblue BHMMaHWUs obpaliaTte Ha TO, YTO MPOUCXOAMT Ha Ballem
KOMMbOTEPE BO Bpemsi ceaHca cBsAsn ¢ IHTepHeToM. Ecnn Bl 3ameTuTe, 4TO B TO Bpems, korga Bel He Bbinon-
HSieTe HMKaKUX OEWCTBUNA, HE MPOUCXOOUT OOHOBIEHWE aHTMBUPYCHOrO NporpamMmmMHoOro obecnevyeHns u KoMmno-
HEHTOB OMepPaLMOHHOM CUCTEMBI, @ UHOUKATOP aKTMBHOCTU Nepeaayn aHHbIX MO ceT roBopuTt o6 obpaTHOM, He
MeaJIEHHO NpekpaTuTe CBA3b M NPOBEPLTE KOMMLIOTEP aHTUBUPYCHLIMU NporpammMamu. IHaMKaTopoM akTUBHO-
CTM paboTbl C CETbI MOXET CMYXXUTb BHELUHUA MOAEM (NaMMOYKU MUTratoT), 3HAYOK ABYX COEAMHEHHbBIX KOMMbHO-
TEpOoB, NOSABNSALLMIACA NPU YCTAHOBNEHUN CBS3M BHU3Y Ha NaHenu 3agay (Muraer).

OBLUWE PEKOMEHOALIUM NO OBECMNEYEHUIO BE3ONACHOW PABOTbI B UHTEPHETE

1. AHTMBMpPYCHbIE NporpamMMbl — BallX NepBbie 3alWUTHUKK
e YCTaHOBWTE aHTMBUPYCHOE MporpammHoe obecrieyeHre ¢ caMbiMU MOCeAHVMU OGHOBEHUSMU aH-
TUBUPYCHOM Gasbl.
e PerynspHo oGHOBMATE aHTUBMPYCHbIE MporpaMmbl NGO paspeluainTe aBTomaTuieckoe oGHOBIE-
HVe Npu 3anpoce Nporpammbl.

2. OOGHOBNEHUA — 3TO NONe3Ho 1 6esonacHo
e OTcnexvBanTe NOSBIEHNE HOBbIX BEPCUI ONEePaLMOHHbBIX CUCTEM Y CBOEBPEMEHHO YCTaHaBnMBamnTe
OBHOBIIEHNS K HUM, YCTPaHsloLme obHapyXeHHble ownbKn.
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Mo BO3MOXHOCTM OTKa3blBaNTECh OT UCMOMb30BaHMS CTapbiX ONepaLMoHHbIX MporpamMm B nonb3y 6o-
rnee COBPEMEHHbIX.

PerynapHo obHoBnsTe Nonb3oBaTenbckoe nporpammMmHoe obecneyeHne ans paboTthbl B ceTH, Takoe
Kak VIHTepHeT-6pay3ep, NOYTOBbIE NMPOrpamMMbl, yCTaHaBNMBas camble nocrnegHne OOHOBNEHUS.
[MoMHMTE, YTO OBHOBNEHNS OnepaunoHHbIX CUCTEeM pa3pabaTbiBalOTCA C Y4ETOM HOBbIX BUPYCOB.

3. HactpouTte cBOM KOMNLIOTEP NPOTUB BPEAOHOCHbLIX NporpaMmm

HacTtpoiiTe onepaLoHHY0 CUCTEMY Ha CBOEM KOMMbIOTEPE TaK, YTOObI 0b6ecneynBanucb OCHOBHbIE
npasuna 6esonacHocTy Npu paboTte B CETW.

He 3abyabTe noakoppekTUpoBaTb HAaCTPOWMKM MoYThl, Bpay3epa M KIMEeHTOB APYrMX UCMONb3yembiX
CepBUCOB, YTOObLI YMEHbLUNTb PUCK BO3AENCTBUS BPEAOHOCHbLIX MporpaMmM v NoABepXXeHHOCTb ceTe-
BbIM aTakam.

4. MpoBepsnTe HOBbIe hannbl

Hwvkorga He ycTaHaBnvBanTe 1 He CoxpaHsanTe 6e3 npeaBapuUTENbHON MPOBEPKM aHTUBUPYCHOW Npo-
rpammoni cpannbl, NOMyYeHHbIE N3 HEHAAEXHbBIX UICTOYHMKOB: CKa4aHHbIEe C HEN3BECTHbIX web-caliToB,
NPUCMNaHHbIe MO 3NIEKTPOHHOW NOYTe, MOJyYEHHbIE B TeNEeKOH(EPEHLMAX.

MopospuTensHble dannel nyylle HeMeaneHHo yaanate. [poBepsanTe Bce HOBble (halinbl, COXpaHsie-
Mble Ha koMnbtoTepe. [epnognyeckn NPoBePANTE KOMMbIOTEP NOSTHOCTLIO.

5. ByAbTe 64UTENbHbI U OCTOPOXHbI

Mo BO3MOXHOCTU, HE COXpaHsAnTe B CMCTeMe Naponu (AN yCTaHOBKM coeanHeHnn ¢ IHTepHeToM, Ans anek-
TPOHHOWM MOYTHLI U ApP.) U NepUoanYeckn MeHanTe nx. MNMpu nonyYyeHun nsBeLLeHnn 0 HeJOCTaBKe MOYTOBLIX CO
obLeHnn obpallante BHUMaHWE Ha NPUYKHY 1, B Clydae aBTOMaTUYeCKOro OnoBeLLEHNSI O BO3MOXHOW OTrnpaBke
BMpYyCa, HEMEAIEHHO NPOBeEPSANTE KOMMbIOTEP aHTUBMPYCHON NPOrpaMmMon.

6. Pe3epBHOe KOonupoBaHUe — rapaHTUA 6e30NacHOCTU

PerynsipHO BbINONHANTE pe3epBHOE KOMMPOBaHNE BaXXHOM MHOPMaLnK.

MogroToBbTE U XpaHUTE B AOCTYMHOM MECTe CUCTEMHbIV 3arpy304Hbin AMCK. B cnyvyae nogospeHus
Ha 3apaxeHue KoMMbloTepa BPEeJOHOCHOW NPOrpaMMONn 3arpy3nte cMcTeMy C A1CKa U MPoBepbTE aH-
TMBMPYCHON NPOrpaMMOn.

MOMHUTE!

Ecnu Bbl unu Bawm 6nuskne ctanu xxeptBaMmmn MOLLEHHMKOB Mnu Bbl nogo3peBaeTe, 4TO B OTHOLWEHMM Bac
NIaHUPYyTCS NPOTUBOMNpPaBHbIE AENCTBUS — HeE3ameaIMTeNbHO 06paTUTECh B OnvKanwnim oTAen nonnuumn nnbo
HanuwnTe 3asaBneHne Ha oguumansHom cante MB[ Poccumn www.mvd.ru
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